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Introduction
The number of mobile payment users is projected to increase from 50.8 million to 76.0 million, or 
24.3% to 33.1% of total smartphone users, between 2017 and 2020. In addition, mobile payment 
transaction value is expected to more than double in 2017, hitting approximately $62.49 billion.

Despite steady growth, mass adoption remains slower than anticipated as mobile payments do not 
yet offer the secure and seamless experience consumers have come to expect.  As such, mobile wallets 
must provide more than a convenient place to store virtual cards by integrating loyalty programs, gift 
cards, receipts and payment history in a single app. Similarly, consumers must be confident that their 
mobile payment information is protected before, during and after a transaction. 
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https://www.emarketer.com/Article/Targets-Millennial-Focus-Gives-Leg-Up-Mobile-Payments/1015120
http://www.cio.com/article/3080045/payment-processing/7-reasons-mobile-payments-still-arent-mainstream.html
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Looking Beyond Millennials 
Mobile payments offer the promise of a convenient “tap and go” 
frictionless commerce experience that effectively eliminates checkout 
lines at stores and long queues at bus and train stations. Perhaps not 
surprisingly, the millennial generation has been the most enthusiastic 
about adopting the technology. 

eMarketer estimates that more than a third of millennial smartphone 
owners will choose mobile payments this year – accounting for more 
than half of total mobile payment users in the U.S. In addition, a recent 
survey commissioned by VocaLink found that more than a third of Dutch 
millennials (36%) and a quarter of UK millennials (25%) are now making 
mobile payments in-store, online and in-app.

Part 1:

https://www.emarketer.com/Article/Targets-Millennial-Focus-Gives-Leg-Up-Mobile-Payments/1015120
https://www.nfcworld.com/2016/11/08/348287/european-millennials-demand-higher-standards-mobile-payments-services/
https://www.nfcworld.com/2016/11/08/348287/european-millennials-demand-higher-standards-mobile-payments-services/


What is a Token?
A payment token is a surrogate randomly generated 
number which replaces the customer’s PAN. Tokens are 
reversible and generated at the payment issuer level 
meaning that they can be securely mapped back to 
their original card account numbers by the provider of 
the payment token and authorised entities only.`

Gen Xers and baby boomer shoppers are also expected to increase their use of mobile 
payments, with the number of active users projected to jump from 50.8 million to 76.0 
million, or 24.3% to 33.1% of total smartphone owners, between 2017 and 2020. Moreover, 
a recent survey commissioned by the Mercator Advisory Group found that 53% of polled 
smartphone owners paid by mobile phone at checkout within the past year. 

Nevertheless, most mobile wallets do not yet offer a compelling enough reason for the 
majority of consumers outside the millennial demographic to leave their credit and loyalty 
cards at home. Indeed, shoppers want a simplified mobile commerce experience that stores 
eReceipts, loyalty memberships, coupons and promo codes – while automatically applying 
relevant discounts and split purchase options to their purchase at checkout. 

According to Forrester Principal Analyst Brendan Miller, some branded mobile apps with 
payment features, such as Starbucks, have successfully combined loyalty programs and 
point redemption. To be sure, the coffee giant began adopting mobile payments as early as 
2009. Mobile transactions now count for approximately 25% of all in-store sales, with the 
retail chain offering customers convenience and value by allowing them to order in advance, 
make easy payments and receive automatic loyalty and rewards. This has incentivized 
mobile payment app use, reduced queuing time and driven revenue. 

Similarly, Samsung has confirmed meaningful gains since the launch of its Rewards 
program, with the company’s wallet seeing a “surge” in monthly active users, as well as 
a significant increase in transaction activity and power users, a group that uses the wallet 
roughly once a day. As BusinessInsider notes, Samsung Pay’s growth illustrates the positive 
impact loyalty and rewards integration can have on mobile wallet adoption and use. 
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https://www.emarketer.com/Article/Targets-Millennial-Focus-Gives-Leg-Up-Mobile-Payments/1015120
http://www.paymentsjournal.com/Content/Blogs/Industry_Blog/34137/
http://www.pymnts.com/news/mobile-payments/2016/why-consumers-dont-use-mobile-payments/
http://www.pymnts.com/news/mobile-commerce/2016/why-americans-are-slower-to-adopt-mobile-payments/
http://www.cio.com/article/3080045/payment-processing/7-reasons-mobile-payments-still-arent-mainstream.html
https://www.nfcworld.com/2016/11/08/348311/mobile-payments-account-25-us-starbucks-transactions/
http://www.businessinsider.com/samsung-pay-shows-how-rewards-can-boost-adoption-2017-1
http://www.businessinsider.com/samsung-pay-shows-how-rewards-can-boost-adoption-2017-1


 

Unifying Mobile Wallets

Part 2:

To accelerate mass adoption of mobile payments, mobile wallets must 
be part of a new retail future in which an outdated brick-and-mortar 
paradigm is replaced by a convenient, seamless and interactive shopping 
experience. As we noted earlier, shoppers want a simplified mobile 
commerce experience that stores eReceipts, loyalty memberships, 
coupons and promo codes – while automatically applying relevant 
discounts and split purchase options to their purchase at checkout. 

As such, mobile wallets should feature single and mixed payment options 
with gift cards, loyalty points and credit; as well as support NFC-based 
shopping cart scans, one-click and automatic purchases. This allows 
shoppers to skip long lines and pay by simply walking past a beacon 
before exiting the store. 
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http://www.pymnts.com/news/mobile-payments/2016/why-consumers-dont-use-mobile-payments/
http://www.pymnts.com/news/mobile-commerce/2016/why-americans-are-slower-to-adopt-mobile-payments/
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Mobile wallets of the future can also offer pay 
later options; provide and store digital receipts; 
display payment history; round up amounts 
for piggy bank savings; as well as support 
cash withdrawal (at register) and best price 
guarantees. To provide value beyond the initial 
transaction itself, retailers can configure mobile 
wallets to automatically reward shoppers for 
in-store spend and pick up, positive product 
reviews, recommendations and pre-ordering. 
Similarly, mobile wallet smart coupons enable 
stores to provide targeted coupons in the form 
of price reductions, free products, combo offers, 
bonus points, partner offers, price vouchers, as 
well as complimentary products and services.

Although typically associated with brick-and-
mortar retailers, mobile wallets are also an 
important aspect of smart travel for transport 
operators seeking to modernize train and 
bus systems. Replacing physical smart cards 
with secure digital travel wallets housed on 
passenger smartphones allows operators to 
offer the same ‘shopper friendly’ convenience 
consumers have come to expect from their 
smartphones in a transport environment. 
In addition to allowing passengers to skip 
long lines at stations, mobile wallets can 
be configured to support the integration of 
account-based ticketing, integrated journey 
planning, trip history logs, real-time updates 
and third-party offers.
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Building an Economy 
of Digital Trust

Part 3:

According to a 2016 U.S. Federal Reserve report, “significant uncertainty” still exists 
about the security of POS mobile payments. Indeed, a poll commissioned by the 
government agency found that 15% of respondent “didn’t know” whether their 
personal financial information is properly safeguarded when making a mobile payment.

In addition, the share of consumers who felt that POS mobile payments were “very safe” 
was only 6%, while 32% said that it is “somewhat safe.” Nonetheless, perception of 
mobile payment security has shifted perceptibly, albeit slowly, in recent years. In 2015, 
38% of respondents said that using a mobile phone to pay for a purchase in a store is 
either “very safe” or “somewhat safe,” marking a steady increase from 35% in 2014 and 
33% in 2013. Meanwhile, a recent survey conducted by Pew confirmed that the most 
common barrier to mobile payment adoption is concern over security risks, including 
identity theft and loss of funds. 

https://www.federalreserve.gov/econresdata/consumers-and-mobile-financial-services-report-201603.pdf
http://www.pewtrusts.org/en/research-and-analysis/issue-briefs/2016/05/who-uses-mobile-payments
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Currently, mobile payments are enabled and secured by various 
technologies such as tokenization, white box cryptography, software-based 
host card emulation (HCE) and the use of a hardware-based secure element 
(SE). Specifically, Apple Pay stores its tokens in the SE; Google Android 
Pay uses software-based host card emulation (HCE) to store tokens in the 
OS, while Samsung Pay leverages both NFC and HCE, storing the payment 
token and cryptographic keys in the smartphone TEE. 

HCE, introduced in Android 4.4 KitKat, was adopted by Google to emulate 
a payment card on a mobile device with software. 

https://webcache.googleusercontent.com/search?q=cache:3suZl4Q3W7sJ:https://www.bostonfed.org/-/media/Documents/PaymentStrategies/understanding-the-role-of-host-card-emulation-in-mobile-wallets-brief-rmay-2016.pdf+&cd=1&hl=en&ct=clnk&gl=us
https://webcache.googleusercontent.com/search?q=cache:3suZl4Q3W7sJ:https://www.bostonfed.org/-/media/Documents/PaymentStrategies/understanding-the-role-of-host-card-emulation-in-mobile-wallets-brief-rmay-2016.pdf+&cd=1&hl=en&ct=clnk&gl=us


Essentially, Android Pay uses HCE to replace the 
physical SE in a smartphone with a virtual SE. Payment 
tokens and cryptographic keys are stored in the 
mobile OS, along with the mobile wallet app. For 
added protection, limited use tokens are stored in a 
sector of the mobile OS that leverages software-based 
security, such as white box cryptography, to obfuscate 
keys. Storing tokens in the code of the cryptographic 
algorithm also helps prevent exposure of confidential 
information. These limited use tokens, which are pre-
stored in the mobile OS, enable transactions to be 
completed without network connectivity. The keys are 
refreshed each time the user connects to a network.
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In the U.S., NFC wallet solutions comply with the EMV Payment Tokenization Specification (EMV 
spec) for payment tokens, whether they use an SE or an HCE model. When a payment card is 
provisioned to a mobile wallet, the token service provider (TSP) tokenizes the primary account 
number (PAN) and stores the token (whether on the SE, mobile OS, or TEE) in the phone. The 
tokenized PAN is worthless if stolen, as it essentially acts as a reference for a consumer’s original 
card data which only the card networks and/or the consumer’s bank can map back to the original 
account. Any fraud attempt, or specific data breach, only impacts a specific token (or domain). 
It should be noted that both MasterCard and Visa have modified their contactless specifications 
to support single/limited use keys and cloud cryptograms which recognize HCE tokens as valid 
payment credentials. 

HCE – which does not typically require changes to existing NFC-based smart card infrastructure 
– has clearly played a crucial role in popularizing frictionless commerce and helping to build an 
economy of digital trust by enabling mobile payments, digital wallets and smart ticketing apps. 
Indeed, TD Bank in Canada, Getin Bank in Poland, First Investment Bank AD in Bulgaria, ING in 
the Netherlands and Banco Sabadell in Spain have all integrated HCE into their mobile wallets. In 
addition, RBC added support for HCE to its mobile app in September 2015 to replace its SIM card 
model, allowing customers to load credit or debit cards onto HCE-enabled Android smartphones 
and pay any POS merchant that supports Interact Flash and Visa NFC contactless payments. 
Similarly, the Commonwealth Bank of Australia (CBA) has incorporated a mobile payment service 
for customers into its mobile banking app using HCE.
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(http://www.paymentscardsandmobile.com/wp-content/uploads/2015/05/HOW-DOES-A-TOKENIZED-TRANSACTION-WORK.jpg)

https://webcache.googleusercontent.com/search?q=cache:3suZl4Q3W7sJ:https://www.bostonfed.org/-/media/Documents/PaymentStrategies/understanding-the-role-of-host-card-emulation-in-mobile-wallets-brief-rmay-2016.pdf+&cd=1&hl=en&ct=clnk&gl=us
(http://www.paymentscardsandmobile.com/wp-content/uploads/2015/05/HOW-DOES-A-TOKENIZED-TRANSACTION-WORK.jpg)


In the long-term, the concept of a hardware-
based secure element will become increasingly 
attractive as the relatively nascent mobile 
payments ecosystem evolves. To be sure, 
banks and payment cards company are likely to 
seriously consider the implementation of more 
robust security measures for smartphones, 
such as a discrete secure element or hardware 
root-of-trust embedded in the CPU itself, 
before significantly raising virtual card credit 
limits. Similarly, a hardware root-of-trust or 
discrete secure element that complements 
HCE technology may encourage governmental 
organizations to accelerate the transition of 
physical forms of ID, such as passports and 
driver’s licenses, from paper and plastic to a 
more secure digital format.  
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In the meantime, the continued proliferation 
of host card emulation technology is essential 
for the evolution and popularity of mobile 
payments and wallets. We believe mobile 
payment security will ultimately come 
full circle, as HCE services are designed 
to work in parallel with a secure element 
using Application ID (AID) routing. With 
this configuration, Android services route 
NFC data to either the host CPU (where 
Android apps are running) or a connected 
secure element. Moreover, the routing table 
is configured automatically by querying 
installed services and preferences. 

Exploiting the full implementation of HCE 
services, which could see consumers 
switching between host-based card 
emulation and a secure element, will 
undoubtedly play a major role in accelerating 
the mass adoption of mobile payments. 

https://developer.android.com/guide/topics/connectivity/nfc/hce.html
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Conclusion
Mobile payments provide a convenient “tap and go” frictionless 
commerce experience that effectively eliminates checkout lines at stores 
and long queues at bus and train stations. However, mass adoption 
of mobile payments will only be achieved when there is a single, 
unified platform built on an economy of digital trust that ensures an 
uninterrupted physical to digital experience. As such, mobile wallets must 
provide more than a convenient place to store virtual cards by integrating 
loyalty programs, gift cards, receipts and payment history in a single app. 
In addition, consumers require assurances that their mobile payment 
information will remain secure. Similarly, stores and financial institutions 
need to be confident that the technology behind mobile payments is 
secure and easy-to-use before it can be truly embraced. 

Amazon has already taken the next step towards a true frictionless 
commerce experience by beta testing a new type of brick-and-mortar 
store that replaces the traditional checkout lines and registers with a Just 
Walk Out Shopping experience. Shoppers simply load up the Amazon Go 
app upon entering the store, take the products they want and go. Clearly, 
mobile payments have allowed retailers to positively disrupt an outdated 
brick-and-mortar paradigm and bolster their interaction with customers 
by providing significant value beyond a simple, initial transaction. 

https://www.rambus.com/security/mobile-payments/
https://www.rambus.com/security/mobile-payments/

